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—xample 1: Slammer (2003)

* An internet worm designed to propagate quickly

- which did not do anything...

* ... except propagate ...

» ... and bring networks to their knees
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Slammer: Jan. 25, 2003, 05:29
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Slammer: Jan. 2003, 06:00

&®
Sat Jan 25 06:00:00 2003 (UTC) www.caida.org
Number of hosts infected with Slammer: 74, 855 Copyright© 2003 UC Regents
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Slammer: impact

- 911 emergency number in Seattle: down

- Canceled flights Newark hub, Continental Airlines

- Internet down in Portugal, South Korea

- No mobile phone service, South Korea

« 5 out of the 13 Internet backbone servers down

- Estimated cost: > $ 1 billion
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Slammer: impact
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Anatomy of the beast

4“ » Terribly small: 376 bytes
o » Does nothing... except propagate

|||||_|

» Took networks down, worldwide,
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oy Paul Boutin, Slammed!, WiReD magazine 11.07, July 2003,

http://www.wired.com/wired/archive/11.07/slammer.html
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Computer (in)security
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Computer (in)security

Estoma cyber attacks 2007
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Cyber War 2.0 — Russia v. Georgia

http://defensetech.org/2008/08/13/cyber-war-2-0-russia-v-geordia
E] 3 personnes aiment ¢a. Inscription pour voir ¢é que vos amis

The second real cyber was
has broken out. On August
8th, Russian troops crossed
into South Ossetia vowing to
defend what they called
“Russian compatriots”. As this
was taking place, a multi-
faceted cyber attack began
against the Georgian
infrastructure and key
government web sites, The
attack modalities included: Defacing of Web Sites (Hacktivism), Web-based
Psychological Operations (Psyc-Ops), a fierce propaganda campaign (PC) and of

More than 75,000 computer systems at nearly 2,500 companies in the
United States and around the world have been hacked in what appears
to be one of the largest and maost sophisticated attacks by cyber
criminals discovered to date, according to a northern Virginia security
firm.

The attack, which began in late 2008 and was discovered last month,
targeted proprietary corporate data, e-mails, credit-card transaction

data and login credentials at companics in the health and technology
industries in 196 countries, according to Herndon-based NetWitness.

News of the attack follows reports last month that the computer
networks at Google and more than 30 other large financial, energy,
defense, technology and media firms had been compromised. Google
said the attack on its system originated in China.

This latest attack does not appear to be linked to the Google intrusion,
said Amit Yoran, NetWitness’s chief executive. But it is significant, he
said, in its scale and in its apparent demonstration that the criminal
groups’ sophistication in cyberattacks is approaching that of pation
states such as China and Russia.
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STUXNET: ANATOMY OF THE
FIRST WEAPON MADE ENTIRELY

OUT OF CODE http://socks-studio.com/2012/07/17/

by 0500 lucarelll |

Stuxnet is the first computer virus (precisely a “worm”) created to target, study, infect and subvert

only industrial systems, namely Siemens’.

hat switching the plant on

stuxnet-anatomy-of-the-first-weapon-made-entirely-out-of-code/
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The Mitnick Attack (1994)

Easy! (for an expert)

EEEEEEEEEEE

14:09:32 toad.com# finger @QARIEL

14:10:21 toad.com# finger @RIMMON

14:10:50 toad.com# finger root @RIMMON o X o
14:11:07 toad.com# finger QOSIRIS S ?

packet 1o A,
Acknowleaging

14:11:38 toad.com# showmount —e OSIRIS nurberans il

d

Spoafing is a complex attack
we arg ikely to see more of in
the futre (11T

14:11:49 toad.com# rpcinfo —p OSIRIS Y-

PAaCEET Tt
ackinowledges
sgseion number

14:12:05 toad.com# finger -1 root@OSIRIS

14:18:37 [root@apollo /tmp]#rsh OSIRIS "echo + + >>/.rhosts”
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The Mitnick Attack (in 2009)

Using off-the-shelf software, e.g.:

™ Komodia's packet crafter s =10 x|
Source IP: : : : Source port L e e Il o 500 ot of X
- the future. it —

Destination IP: : ; : Destination port: |0 © Xcomnces 5 o

that it's A A 9 =]
Header size: 20 [V Default size @ 5 responds wih i = E

packer 1o A, i |
(bytes) acknowiedging e
|dentification: 0 v Random Tumber ang 3

specifies its own. A->B 0
Checksum: 0 [V Default checksum © X fakes another weod

| 7 packer L R N
Type of service: [Routine ~| session numiec
Fragmentation
flags: May frag =l
Dffset: 0 Visitus:  www.komodia.com Send IP packet
TTL: 235 Send UDP packet
Data size 0
Send TCP packet
Data: _‘_I
Quit
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International conferences
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On-line journals
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Also en francals

About HZV Meetings Resources Contact

‘-u1 User login

Lwm) Streams
' |  Nuit du Hack 2014 =
Username: * ( -
£n ces temps-a, les nouveles technologies sont parfols détourndes et congues pour marchander ou porter atteinte &

P 8 nos libertés. 11 est important d'en prendre conscience, ¢t de comprendre les rousges de ce détournement.
assword; *

Des événements comme la Nult du Mack ont été créés dans cet état d'esprit. Cette 12éme édition de la Nult du Mack
sera riche en activités pour que ces rouages soient démystifids, nous permettant ainsi de micux les appréhender.
Log in

|
= Request new password j S Bans

L) Nuit du hack
Programme de la nuit du hack 2014

Les conférences de la nuit du hack 2014 ont été publides. Le planning compiet de la journde du 28 juin sera bientdt
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JOIN US
s o TODAY!
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SECURE EDITION 2014 organisée e samedi 17 mal prochain & Paris (Séme), 9 rue Vésale.
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= Pmoumined7 nan le logo n'est pas
sous hoence libre — 12 hows 49
Le programme de 13 Journde = > htp://ese.esies. fr/programmae. htmi min 390
»  20OWier Network @virtualabs

Pour des raisons e gstique, Il est préférable de s INSCrire sur e site ese.esiea.Ir/inscription html, Vous y retrouvez
l'ersemBie des INTormations concarnant oot événemaent,

W P Cher Zvoice et

P
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On-line courses

PentesterAcademy

Kornp_n \ .| BOG LENS WK FORU

TOPICS PRICING WHY SUBSCRIBE TESTIMONIALS

MACKING DOMOTIQUE JEUXVIDEO RASPBERRYPI ANDROID WINDOWS VIDE

Complete Courses

Python for Pentesters
This course will teach you Python scripting and its application to problems in computer and network security. This course Is idi Des exemices pour yous fomer au pentest

security enthusiasts and network administrat... (more)

Pentesting iOS Applications

This course focuses on the 105 platform and appiication security and is ideal for pentesters, researchers and the casual 105 en
dwve deep and understand how to analyze and sy... (more)

x86 Assembly Language and Shellcoding on Linux

This course focuses on teaching the baskes of 32-bit assembly language for the Intel Architecture (1A-32) family of processors o

Simiaire A lNinitiative ' , Qui permet de se former A la sécurité nformatique, voic

; / venu
applying it to Infosec. Once we are through wit... (more)

Ce site, comme son grand frére, propose des images Vmware (ISO) & slécharger gratutement

x86_64 Assembly Language and Shellcoding on Linux ains que des tutcriols, pour vous former seul au pentesting
This course focuses on teaching the basics of 64-bit assembly language for the xB86_64 family of processors on the Linux platfo Pour le moment, 1 n'y & qu'une dizaine de cours, mais cest d&jh assez pointu.
Infosec. Once we are through with the basics, we wil... (more)

* CVE-2012-6081: MoinMoin code exacuton

* Web for Pentester

* Axis2 Web Service and Tomcat Manager

* CVE-2008-1930: WordPress 2.5 Cookie Integrity Protection Vidnerability
* CVE-2012-1823: PHP CGI

* From SQL injection to shell

* From SQL injection to shell: PosigreSQL editon

* PHP Include And Post Exploitation

* CVE-2012-2661: ActiveRecord SQL Injection

* Introduction to Linux Host Review
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Google, Wikipedia are your friends

Ureare account g Logm

Article Talk Read Edit View history |Search Q

wikieepiA  Shellcode

Tea e ENcylopein From Wikipedia, the free encyciopedia
Main page In computer security, a shellcode is a small piece of code used as the payload in the exploitation of a software vulnerability. It is called "shelicode” because it typically
m Sl starts a command shell from which the attacker can control the compromised machine, but any piece of code that performs a similar task can be called shelicode.
e Because the function of a payload is not limited to merely spawning a shell, some have suggested that the name shellcode is insufficient.''! However, attempts at
Random article replacing the term have not gained wide acceptance. Shellcode is commonly written in machine code.
Donate 1o Wikipedia
Wikimecsa Shop Types of shellcode (edn) Contents (hide)
ot Shelicode can either be local or remote, depending on whether it gives an attacker control over the machine it runs on ko b
:::n Wikivedia (local) or over another machine through a network (remote). :; :‘::m
S Local (edi) 1.3 Download and execute
Recent changes 1.4 Staged
Contact page Local shelicode is used by an attacker who has limited access to a machine but can exploit a vulnerability, for example a 1.4.1 Egg-hunt
Tools buffer overflow, in a higher-privileged process on that machine. If successfully executed, the shelicode will provide the 1.4.2 Omelette
Tﬂmm here attacker access 1o the machine with the same higher privileges as the targeted process. 2 Shelicode execution strategy
Upload file Remote (edit] 3 Shelicode encoding
Special pages 3.1 Percent encoding
Permanent link Remote shelicode is used when an attacker wants to target a vuinerable process running on another machine on a local 3.2 Null-free shellcode
Page information network or intranet. If successfully executed, the shelicode can provide the attacker access to the target machine across 3.3 Alphanumeric and printable shelicode
Data ftem the network. Remote shellcodes normally use standard TCP/IP socket connections 1o allow the attacker access to the 3.4 Unicode proof shelicode
Cite this page shell on the target machine. Such shelicode can be categorised based on how this connection is set up: if the shelicode | 4 platforms
Print/export can establish this connection, it is called a "reverse shell" or a connect-back shelicode because the shellcode connects 5 Shelicode Analysis
Create a book back to the attacker's machine. On the other hand, if the attacker needs to create the connection, the shellcode is called | g gag also
Downioad as POF a bindshell because the shellcode binds to a certain port on which the attacker can connect to control it. A third type, o Rkt
S much less common, is socket-reuse shelicode. This type of shelicode is sometimes used when an exploit establishes a 8 External links
Languages < connection to the vulnerable process that is not closed before the shelicode is run. The shellcode can then re-use this
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ORCHIDS

http://www.lsv.ens-cachan.fr/Software/orchids/v2.1/

bl

orchids &

Real-time event analysis and temporal correlation |
Sor intrusion detection in information systems. -

N St
ean Goubault-Larrecq Julien Olivain

Docs Download About Consortium Contacts Hedi Benzina \ %ﬁg I ierre-Amatid
——

fentueq

What is Orchids ?

Orchids is a novel intrusion detection system (IDS) capable of !

: : e ( : ) cap © Get Orchids
analyzing and correlating events over time, in real-time.

Forensics ? Use Orchids to analyze and correlate past events from

multiple log sources.

| Latest News | :
l  Partners
09/20/11:

Alerts display with PreWikka using LibPrelude
(mod_prelude)
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The ptrace attack purczynski 2001, 2003): demo

* local-to-root exploit

- will serve to explain some of the basic notions
behind ORCHIDS

vendredi 11 juillet 14



The ptrace attack purczynski 2001, 2003): demo

ed Hat Linux release 7.3 (Ualhalla)
Kernel 2.4.18-3 on an 1686

orchidsvm login: user

assword:
Last login: Mon Feb 28 89:56:88 on ttyl
[user@orchidsvm userl$ cd attacks
[userBorchidsvm attacks1$ ls

apache-openssl-exploit linux-ptrace-1.c™ Makefile™

linux-brk.c linux-ptrace-2.c mini-kernel-backdoor
linux-ptrace-1.c Makefile

[user@orchidsvm attacksl§ _

Compile attack file linux-ptrace-1.c....
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The ptrace attack purczynski 2001, 2003): demo

ed Hat Linux release 7.3 (Ualhalla)
on an i686

user

Last login: Mon Feb 28 89:56:88 on ttyl
[user@orchidsvm userl$ cd attacks
[userBorchidsvm attacks1$ ls
apache-openssl-exploit linux-ptrace-1.c™ Makefile™
linux-brk.c linux-ptrace-2.c mini-kernel-backdoor
.out linux-ptrace-1.c Makefile

[userB@orchidsuvm attacks1S make
bin/rm -rf linux-brk linux-ptrace-1 linux-ptrace-2
cc -I/usr/src/linux-2.47includes -static linux-brk.c -o linux-brk

cc -I/usrs/src/linux-2.4/include/ linux-ptrace-1.c -0 linux-ptrace-1
cc -I/usr/src/linux-2.4/include/ linux-ptrace-2.c -0 linux-ptrace-2
[user@orchidsvm attacksl§ _

Run attack: linux-ptrace-1
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The ptrace attack purczynski 2001, 2003): demo

ed Hat Linux release 7.3 (Ualhalla)
on an i686

user

Last login: Mon Feb 28 89:56:88 on ttyl
[user@orchidsvm userl$ cd attacks
[userBorchidsvm attacks1$ ls
apache-openssl-exploit linux-ptrace-1.c™ Makefile™
linux-brk.c linux-ptrace-2.c mini-kernel-backdoor
.out linux-ptrace-1.c Makefile

[userB@orchidsuvm attacks1S make
bin/rm -rf linux-brk linux-ptrace-1 linux-ptrace-2
cc -I/usr/src/linux-2.47includes -static linux-brk.c -o linux-brk

cc -I/usrs/src/linux-2.4/include/ linux-ptrace-1.c -0 linux-ptrace-1
cc -I/usr/src/linux-2.4/include/ linux-ptrace-2.c -0 linux-ptrace-2
[user@orchidsvm attacks1$ ./linux-ptrace-1_

Run attack: linux-ptrace-1
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The ptrace attack purczynski 2001, 2003): demo

ed Hat Linux release 7.3 (Ualhalla)
on an i686

user

Last login: Mon Feb 28 89:56:88 on ttyl
[user@orchidsvm userl$ cd attacks
[userBorchidsvm attacks1$ ls
apache-openssl-exploit linux-ptrace-1.c™ Makefile™
linux-brk.c linux-ptrace-2.c mini-kernel-backdoor
.out linux-ptrace-1.c Makefile

[userB@orchidsuvm attacks1S make
bin/rm -rf linux-brk linux-ptrace-1 linux-ptrace-2
cc -I/usr/src/linux-2.47includes -static linux-brk.c -o linux-brk

cc -I/usrs/src/linux-2.4/include/ linux-ptrace-1.c -0 linux-ptrace-1
cc -I/usr/src/linux-2.4/include/ linux-ptrace-2.c -0 linux-ptrace-2
[user@orchidsvm attacksl$ ./linux-ptrace-1
sh-2.85at _

So what?
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The ptrace attack purczynski 2001, 2003): demo

ed Hat Linux release 7.3 (Ualhalla)
on an i686

user

Last login: Mon Feb 28 89:56:88 on ttyl
[user@orchidsvm userl$ cd attacks
[userBorchidsvm attacks1$ ls
apache-openssl-exploit linux-ptrace-1.c™ Makefile™
linux-brk.c linux-ptrace-2.c mini-kernel-backdoor
.out linux-ptrace-1.c Makefile

[userB@orchidsuvm attacks1S make
bin/rm -rf linux-brk linux-ptrace-1 linux-ptrace-2
cc -I/usr/src/linux-2.47includes -static linux-brk.c -o linux-brk

cc -I/usrs/src/linux-2.4/include/ linux-ptrace-1.c -0 linux-ptrace-1
cc -I/usr/src/linux-2.4/include/ linux-ptrace-2.c -0 linux-ptrace-2
[user@orchidsvm attacksl$ ./linux-ptrace-1
sh-2.85a# cd
sh-2.85at _

So what?
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The ptrace attack purczynski 2001, 2003): demo

ed Hat Linux release 7.3 (Ualhalla)
on an i686

user

Last login: Mon Feb 28 89:56:88 on ttyl
[user@orchidsvm userl$ cd attacks
[userBorchidsvm attacks1$ ls
apache-openssl-exploit linux-ptrace-1.c™ Makefile™
linux-brk.c linux-ptrace-2.c mini-kernel-backdoor
.out linux-ptrace-1.c Makefile

[userB@orchidsuvm attacks1S make
bin/rm -rf linux-brk linux-ptrace-1 linux-ptrace-2
cc -I/usr/src/linux-2.47includes -static linux-brk.c -o linux-brk

cc -I/usrs/src/linux-2.4/include/ linux-ptrace-1.c -0 linux-ptrace-1
cc -I/usr/src/linux-2.4/include/ linux-ptrace-2.c -0 linux-ptrace-2
[user@orchidsvm attacksl$ ./linux-ptrace-1
sh-2.85a# cd
sh-2.85a#t rm -rf »_

So what?
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The ptrace attack purczynski 2001, 2003): demo

So what?

x
m
m
m
m
m
m
m
m
m
m
m
m-:
m
m
m
m
m
m
m
m
m
m
m
m

unable

unable
unable
unable
unable
unable
unable
unable
unable
unable
unable
unable
unable
unable
unable
unable
unable
unable
unable
unable
unable
unable
unable
unable

h-2.85a# _

remove
remove
remove
remove
remove
remove
remove
remove
remove
remove
remove
remove
remove
remove
remove
remove
remove
remove
remove
remove
remove
remove
remove
remove

“procs1813/exe’ :
“proc/1813/mounts’ :
“procs1813° :

Permission de
Permission den
Permission

Operation not
Operation not
Operation not
Operation not
Operation not

Permission
Permission
Permission
Permission de
Permission d
Permission de
Permission den
Permission den
Permission de
Permission den
Permission

Device or resource busy

nlé&
ied
denied

Operation not permitted
“procs/1814/fd,/8’ : Operation not
‘proc,/1814/£d/1° :
“procs1814/fd/2° :
“procs1814/fd/3’ :
‘proc,/1814/£d/4° :
“procs1814/£fd/5° :
“procs/1814/fd’ : Permission deni
“procs/1814/environ’ :
“procs1814/status’ :

“proc/1814/cmdline’ :
"procs/1814/stat’ :

“procs1814/statm’ :
“procs/1814/maps’ :
"proc/1814/mem’ :

"procs/1814/cuwd’ :

“procs/1814/root’ :
"procs1814/exe’ :

“procs/1814/mounts’ :
“proc-/1814° :
“proc’:

permitted
permitted
permitted
permitted
permitted
permitted

ed
denied
denied
denied
nied
enied
nied
ied
ied
nied
ied
denied

Operation not permitted
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The ptrace attack purczynski 2001, 2003): demo

Oops...

-2 .B5a#t ls
command not found

x
me.
m-:
m-:
me.
m-:
m-:
me.
m-:
m-:
me.
m-:
m-:
me.
m-:
m-:
me.
m-:
m-:
me.
m-:
m-:

unable

unable
unable
unable
unable
unable
unable
unable
unable
unable
unable
unable
unable
unable
unable
unable
unable
unable
unable
unable
unable
unable

Is:

to

remove
remove
remove
remove
remove
remove
remove
remove
remove
remove
remove
remove
remove
remove
remove
remove
remove
remove
remove
remove
remove
remove

“proc-/1813° :
‘proc,/1814.£4/8° :
“procs1814/fd/1° :
“procs1814/fd 2’ :
‘proc,/1814/£d/3" :
“procs1814/fd/4° :
“procs1814/fd/5’ :
“procs1814/fd’ :
“procs1814/environ
"procs1814/status’ :
"procs/1814/cmdline
“procs1814/stat’ :

proc/

Pe

“procs/1814/statm’ :
“procs/1814/maps’ :

“procs1814/mem’ : P
“procs/1814/cud’ : P
“procs/1814/root’ :

“procs1814/exe’ : P
“proc/1814/mounts’ :
“proc-s1814° :
“proc’:

Device or

Permission

not
not
not
not
not
not

Operation
Operation
Operation
Operation
Operation
Operation
rmission
': Permission
Permission
Permission
Permission

i og

enied

Operation not permitted
permitted
permitted
permitted
permitted
permitted
permitted
denied

denied

denied

denied

denied

Permission

denied

de
den
den

Permission
ermission
ermission
Permission de
ermission den
Permission

resource bUSg

nied
ied
ied
nied
ied
denied

Operation not permitted
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ORCHIDS

A intrusion detection/prevention tool

- developed at LSV (ENS Cachan, INRIA, CNRS) since 2002
by: JGL, J. Olivain, B. Gourdin, N.-E. Yousfi, P.-A. Sentucg

y 4

° f a S't : informatiques g”mathématiques

* real-time
* on-line/off-line

 multi-sources
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ptrace vs. ORCHIDS

ES

Hed Hat Linux release 7.3 (Valhalla)
Kernel Z2.4.18-3 on an i686

orchidsvm login: user

Password:

Last login: Mon Feb Z8 BB:12:59 on ttyl

[userPorchidsvm userlS cd attacks

[userBorchidsvm attacks1$ ls

27081 .c linux-ptrace-1 linux-ptrace-£2.c
27881 .c” linux-brk linux-ptrace-1.c Makefile

a.out linux-brk.c linux-ptrace-£

[user@orchidsvm attacks1$ ./linux-ptrace-1_

Let’s rerun the attack...
with ORCHIDS on, this time
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ptrace vs. ORCHIDS

Hed Hat Linux release 7.3 (Valhalla)
Kernel Z2.4.18-3 on an i686

orchidsvm login: user

Password:

Last login: Mon Feb Z8 BB:12:59 on ttyl

[userPorchidsvm userlS cd attacks

[userBorchidsvm attacks1$ ls

27081 .c linux-ptrace-1 linux-ptrace-£2.c
27881 .c” linux-brk linux-ptrace-1.c Makefile
a.out linux-brk.c linux-ptrace-£
[userPorchidsvm attacks1$ .-linux-ptrace-1

[+]1 3tart

[+]1 Attached to 877

[+] Waiting for signal

[+] Signal caught

[+]1 Shellcode placed at Hx4HHBed3d

[+] Now wait for suid shell...

[+]1 Start

=h-2.85a# You hawve been kicked by OrchlIDs. ..

[B76] Killed

The attack succeeded...
and ORCHIDS kicked the attacker out
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ptrace vs. ORCHIDS

ES

Hed Hat Linux release 7.3 (Valhalla)
Kernel Z2.4.18-3 on an i686

orchidsvm login: _

The attack succeeded...
and ORCHIDS kicked the attacker out
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ptrace vs. ORCHIDS

ES

Hed Hat Linux release 7.3 (Valhalla)
Kernel Z2.4.18-3 on an i686

orchidsvm login: user
Password: _

The attack succeeded...
and ORCHIDS kicked the attacker out
... and for good
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ptrace vs. ORCHIDS

ES

Hed Hat Linux release 7.3 (Valhalla)
Kernel Z2.4.18-3 on an i686

orchidsvm login: _

The attack succeeded...
and ORCHIDS kicked the attacker out
... and for good
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Detalled reports on attacks

Orchids internal information - Mozilla
Eﬁk - Fn%vard H:%;d Sgé}%p |\)!¢ hitp:/flocalhost'orchids/ ﬂ il earh ﬁt T
LR [
| 4 Google ‘Orchids internal information | »
-
- ovrchids -
Internal state viewer
- Menu - Report for rule: ptrace
hMain Event 1 (id:0xa13b318 1 ref) ]
Core: FID Field Type | Monotony Data content
Config trea a4 |rawsnare.ptrace_data |ptr32 | unkn frily
rodules 33 |rawsnareptrace_addr|ptr3Z  [unkn (nil)
Figlds 52 |rawsnare.ptrace_pid |int unkn BTT
Statistics al [rawsnareptrace_req |wstr unkn (16) FTRACE_ATTACH
= F.{Ules 32 |rawsnare.retcode int unkn 1]
Tﬁree;ir?f;iﬂecue; 31 |rawsnareprochname [ wstr urnkn linu=-ptrace-1
Active avents 30 |rawsnare.ppid int unkn §75
Feports 29 |rawsnare.pid int unkn GTE
28 |rawsnare.eqid int unkn a00
Modules: 27 |rawsnare.euid int unkn aoo
Clocks 26 |ravwsnare.rgid int urnkn a00
Help 23 |rawsnare.ruid int unkn aoo
Abhout 24 |rawsnaresyscall vty unkn [26) 5% 5_ptrace
23 |rawsnare.class int unkn 10
22 |rawsnaretime fimewal | mono Mon Feb 20 09:43:38 2006 +575835 us
(1140425575.575633)
13 |udp.msg hstr | unkn e ¥ L. k..
il e e e e
12 |udp.dst_port int unkn fzhZ
udp.src_addr i unkn 10.0.0.100 {orchidsym)
Lidp time fimexal [ mono Wed hMar 11 18:493:10 2009 +372166 us
(12367953750.3721 6E)
| B 7 |udp.event int maono 21732
L5y 2002-2005 (&)
Event 2 (id:0=al3b638 1 ref)
[ £ \Z E& &3 | Done I Fo-|=
| I
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Time for a demo, for real

- The semtex local-to-root exploit (sd@fucksheep.org, May 2013)
Bug:

In file kernel/events/core.c: int event id = event->attr config; /* u64 */

- Caught by the pid_tracker OrchIDS rule,

an (almost) universal local-to-root exploit detector:
checks conformance to Linux uid change policy
ork viork

(Pid, $Euid, $Egid) Pid, $Euid, $Egid)

« The same rule catches: . exit
do_brk (2003) (S::;e;l;;f; 1 (Pid) (1) oK
do_mremap (2004) |
do_mmap (2005) setfid32
vmsplice (2008) (Pid, $Egid)

changes
execve
(Rid, $Euid, $Egid)
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How It works

 The monitored machines collect
events:

- We |look for signatures
that identify the attack:

ptrace

@ (ATTACH @

14

exec ptrace

3
( Tgt) <:> (SYSCAL

Pid,Euid,Tgt ) Pid,Tgt )

trace
(GETREGS,
Pid,Tgt )

open ("/etc/passwd”, ’r’, pid=58, euid=500)
ptrace (ATTACH, pid=57, euid=500, 58)
ptrace (ATTACH, pid=100, euid=500, 101)
exec (prog="modprobe”, pid=101)

ptrace (ATTACH, pid=100, euid=500, 101)
exit (pid=58)

ptrace (SYSCALL, pid=100, 101)

ptrace (GETREGS, pid=100, 101)

ptrace (POKETEXT, pid=100, 101)
ptrace (POKETEXT, pid=100, 101)
ptrace (POKETEXT, pid=100, 101)
ptrace (DETACH, pid=100, 101)

ptrace ptrace

: ©
(POKETEXg;:>(DETACH,
Pid,Tgt ) Pid,Tgt )
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How It works

 The monitored machines collect
events:

- We |look for signatures
that identify the attack:

rule ptrace

{

state init

{
if (.rawsnare.syscall == "(26) SYS_ptrace" &&

Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan

26
26
26
26
26
26
26
26
26
26
26
26
26
26
26
26
26

20:
20:
20:
20:
20:

20

22
22
22

34:
34:
34:
34:
34:
:34:
20:
:27
:27
:27
22:
22:
22:
22:
20:
20:
20:

42

37
37
37
37

37:
:04
:04

37
37

13
13
13
13
13
49

:03
:00
:01
:01
:04
:04
:04
:04

04

darkstar
darkstar
darkstar
darkstar
darkstar
darkstar
darkstar
darkstar
darkstar
darkstar
darkstar
darkstar
darkstar
darkstar
darkstar
darkstar
darkstar

kernel: PP

kernel: cs:
kernel: cs:
kernel: cs:

kernel: tt
login[87]:
init: Swit
syslogd 1.
kernel: Lo

P line discipline registered.
IO port probe 0x0100-0x03ff: excluding 0x100-0x107
IO port probe 0x0a20-0x0a27: clean.
memory probe 0x0c0000-0xO0fffff: excluding 0xe0000-Oxfffff
y0l at 0x02f8 (irqg = 3) is a 16550A
ROOT LOGIN on “ttyl'
ching to runlevel: O
3-0#: restart.
aded 4342 symbols from /boot/System.map.

kernel: Symbols match kernel version.

auditd[88]
kernel: NE
kernel: VF

auditd[88]:
auditd[88]:
auditd[89]:
auditd[88]:

: open("/etc/passwd","r")=4

T3: Unix domain sockets 0.13 for Linux NET3.035.
S: Diskquotas version dquot_5.6.0 initialized
read(4,1024)=573

read(4,1024)=-1

ptrace (PTRACE_ATTACH, 88)=0

close(4)=0

.rawsnare.ptrace_req == "(16) PTRACE_ATTACH" &&

.rawsnare.euid '= 0 &&
.rawsnare.egid != 0)
goto ptrace_attach,;

state ptrace_attach

{

$attack_pid =

$target_pid

$attacker_uid
$counter = 0;

if (.rawsnare

.rawsnare

.rawsnare.pid;
.rawsnare.ptrace_pid;
= .rawsnare.euid;

.syscall == "(11) SYS_execve" &&
.path == "/sbin/modprobe" &&

.rawsnare.pid == $target_pid)
goto exec_modprobe;
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How It works

Flow of events:

open ("/etc/passwd”, ’r’, pid=58, euid=500)
ptrace (ATTACH, pid=57, euid=500, 58)
ptrace (ATTACH, pid=100, euid=500, 101)
exec (prog="modprobe”, pid=101)

ptrace (ATTACH, pid=100, euid=500, 101)
exit (pid=58)

Orchids threads:

ptrace (SYSCALL, pid=100, 101)
ptrace (GETREGS, pid=100, 101)
ptrace (POKETEXT, pid=100, 101)
ptrace (POKETEXT, pid=100, 101)
ptrace (POKETEXT, pid=100, 101)
ptrace (DETACH, pid=100, 101)
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How It works

Flow of events:

SYSCALL, pid=100, 101)
GETREGS, pid=100, 101)
POKETEXT, pid=100, 101)
POKETEXT, pid=100, 101)
POKETEXT, pid=100, 101)
DETACH, pid=100, 101)

ptrace
ptrace (ATTACH, pid=57, euid=500, 58 ptrace
ptrace (ATTACH, pid=100, euid=500, 101) ptrace
exec (prog="modprobe”, pid=101) ptrace
ptrace (ATTACH, pid=100, euid=500, 101) ptrace
exit (pid=58) ptrace

AN AN AN N SN /S

Orchids threads:
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How It works

Flow of events:

SYSCALL, pid=100, 101)
GETREGS, pid=100, 101)
POKETEXT, pid=100, 101)

ptrace
ptrace
ptrace

AN AN AN N SN /S

exec(prog—rnodpﬂﬁmf pid= 101) ptrace (POKETEXT, pid=100, 101)
ptrace (ATTACH, pid=100, euid=500, 101) ptrace (POKETEXT, pid=100, 101)
exit (pid=58) ptrace (DETACH, pid=100, 101)

trace
(GETREGS

Orchids threads: letlch et Sol =10

8t)

Pid,Tgt ) Pid,Tgt ) Pid,Tgt )

pid=57, euid=500, tgt=58
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How It works

Flow of events:

open (“/etc/passwd”, ’r”, pid=58, euid=500) ptrace (SYSCALL, pid=100, 101)
ptrace (ATTACH, pid=57, euid=500, 58) ptrace (GETREGS, pid=100, 101)
ptrace (POKETEXT, pid=100, 101)
EXEC (prog= , P1d= ptrace (POKETEXT, pid=100, 101)
ptrace (ATTACH, pid=100, euid=500, 101) ptrace (POKETEXT, pid=100, 101)
exit (pid=58) ptrace (DETACH, pid=100, 101)

trace
(GETREGS,

| |
u c ptrace Pid,Tgt ) ptrace ptrace
Orchids threads: e,y Py e e
(SYSCALLY (POKETEXTy— (DETACH,

8t)

Pid,Tgt ) Pid,Tgt ) Pid,Tgt )

id=57, euid=500, tgt=58

trace
(GETREGS,

ec <::> ptrace Pid,Tgt ) ptrace ptrace
; (o) ©, @

gt ) (SYSCALLY & (POKETEXT;— (DETACH,

Pid,Tgt ) Pid,Tgt ) Pid,Tgt )

pid=100, euid=500, tgt=101
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How It works

Flow of events:

open (“/etc/passwd”, ’r”, pid=58, euid=500) ptrace (SYSCALL, pid=100, 101)
ptrace (ATTACH, pid=57, euid=500, 58) ptrace (GETREGS, pid=100, 101)
ptrace (ATTACH, pid=100, euid=500, 101) ptrace (POKETEXT, pid=100, 101)
ptrace (POKETEXT, pid=100, 101)
P , pLd= 10U, eu1d=o00, ptrace (POKETEXT, pid=100, 101)
exit (pid=58) ptrace (DETACH, pid=100, 101)

trace
(GETREGS,

| |
u c ptrace Pid,Tgt ) ptrace ptrace
Orchids threads: e,y Py e e
(SYSCALLY (POKETEXTy— (DETACH,

8t)
Pid,Tgt ) Pid,Tgt ) Pid,Tgt )

id=57, euid=500, tgt=58

trace
(GETREGS,
ce Pid,Tgt ) ptrace ptrace

(o) (o @)
SCALLY & (POKETEXT;— (DETACH,

id,Tgt ) Pid,Tgt ) Pid,Tgt )

ptrace e

<E> (ATTACH,C§> (

Pid Euid,Tgt )

pid=100, euid=500, tgt=101
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How It works

Flow of events:

open (“/etc/passwd”, ’r”, pid=58, euid=500) ptrace (SYSCALL, pid=100, 101)

ptrace (ATTACH, pid=57, euid=500, 58) ptrace (GETREGS, pid=100, 101)

ptrace (ATTACH, pid=100, euid=500, 101) ptrace (POKETEXT, pid=100, 101)
ptrace (POKETEXT, pid=100, 101)
ptrace (POKETEXT, pid=100, 101)
ptrace (DETACH, pid=100, 101)

trace

. (GETREGS,
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Semantics, and detection algorithms

« Semantics: what should Orchids detect?

» Algorithm: how should | detect it?
(This is what | showed you.)

- Semantics dictates the algorithm.

* ... Somehow opposite to the average
coding attitude

- we like to think algorithmically

* we are eager to code
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Semantics, 1

- ORCHIDS looks for subsequences of events («runs»)

A A A
ptrace(ATTACH, ...) B ptrace(DETACH, ...)
B ptrace(GETREGS, ...) B
A B A
exec(...) B
ptrace(SYSCALL, ...) A
A ptrace(POKETEXT, ...)

trace
(GETREGS,

exec ptrace Pid,Tgt ) ptrace ptrace
<E> <ED
(ATTACH

© (o (o) ©
, ( Tgt) (SYSCALLY (POKETEXT;— (DETACH,

Pid,Euid,Tgt ) Pid,Tgt ) Pid,Tgt ) Pid,Tgt )

ptrace
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Semantics, 1

- ORCHIDS looks for subsequences of events («runs»)

A A A
ptrace(ATTACH, ...) B ptrace(DETACH, ...)
1B trace(GETREGS, ...) B
A A
exec
ptrace (SYSCALL,
ptrace(POKETEXT, ...
trace
(GETREGS,
ptrace exec ptrace Pid,Tgt ) ptrace ptrace
) (90— O ©
(ATTACH (Igt) (SYSCALL) (POKETEXTy—" (DETACH,
Pid Euid, Tgt ) Pid,Tgt ) Pid,Tgt ) Pid,Tgt )
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Semantics, 2: «shortest runs»

- ORCHIDS looks for subsequences of events

- In this (simple) example, many possible runs

(even by fixing the start event) Here is one:

A A AAAAAAAAAAAAA

OG-0
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Semantics, 2: «shortest runs»

- ORCHIDS looks for subsequences of events

- In this (simple) example, many possible runs
(even by fixing the start event)

A A AAAAAAAAAAAAA

10 11 12 13 14 15

We would like to be warned
at the earliest possible time

A

OG-0
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Semantics, 2: «shortest runs»

- ORCHIDS looks for subsequences of events

- Arun is an increasing sequence of indices 11 < 13 < ... < 1k
(Here, ;5 )

AAAAAAAAAAAAAALAAN-A

10 11 12 13 14 15

We would like to be warned
at the earliest possible time

A run is minimal iff
i is minimal (w. ¢1 fixed) and ...

A

OG-0
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Semantics, 2: «shortest runs»

- ORCHIDS looks for subsequences of events

- A run is an increasing sequence of indices 11 < 12 < ...

Another example:
A CDCDTCDIDBAAZC

bt

1238

B

12

< 1k
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Semantics, 2: «shortest runs»

- ORCHIDS looks for subsequences of events

- A run is an increasing sequence of indices 11 < 12 < ...

This one, stops at 7, minimal (=8):
A CDCUDUCUDIDBAAZC

! b .

1458

B

12

< 1k
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Semantics, 2: «shortest runs»

- ORCHIDS looks for subsequences of events

- A run is an increasing sequence of indices 11 < 12 < ...

And this one too:
A C D C D C B A A C

! !

1478

< 1k
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Semantics, 2: «shortest runs»

- ORCHIDS looks for subsequences of events

- A run is an increasing sequence of indices 11 < 12 < ...

And again this one!

A CDCDTCUDDBAAZC
N A R S R A

12345678 @ |
p—y D c 1k

< 1k
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The lexicographic ordering

A CDCUDZCDUBAAZC

10 1 12 13 14 15

- ... or dictionary order 18
but take indices instead of letters... 1238 ©
1258 ’ < :
1278 A B

- and let’s sort in increasing order 1458 (D 2 (4

14738
16738
123458
1234738
123678
125678
145678
12345678

I ———
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The lexicographic ordering

-
e
o)
e
e
¥e
e
-
o i
>
w

* ... or dictionary order
but take indices instead of letters...

- and let’s sort in increasing order

-
(@]
—
—
—
N

—_—t L 1 i 1 1 i 1 1 1 1 1 i

38

2338 ] ©
2538 <:
2738 a

N
w

N
~

4538 0

478

673

23458
23478
2360738
250738
45678

23450678

I —

e
@)
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The lexicographic ordering

A CDCUDZCDUBAAZC

10 1 12 13 14 15

38 D @ C
: 8

/8 A B
58 @ 2 @
/8

/8

3458
3478
3678
5678

5678
3456738

T —

* ... or dictionary order
but take indices instead of letters...

- and let’s sort in increasing order

G G T G G G G Q¢
N BN NN DNOOYDS DB DNDNDN O
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The lexicographic ordering

A C D

* ... or dictionary order
but take indices instead of letters...

- and let’s sort in increasing order

G G T G G G G Q¢
N BN DNOODS DD DNDN

/8
3458
3478
3678
5678
5678
3456738

1
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The lexicographic ordering

A C D

* ... or dictionary order
but take indices instead of letters...

- and let’s sort in increasing order

_ 4 4 4 1 41 41 4 14 14 1 41 1
ON DS DD BDNDNDNNDNNN
9
o
~
ou

58

/8

78
5678
3456738

1

vendredi 11 juillet 14



The lexicographic ordering

A C D

* ... or dictionary order
but take indices instead of letters...

- and let’s sort in increasing order
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/8
3458
3478
3678
5678
3456738
58

78

78
5678

1

vendredi 11 juillet 14



The lexicographic ordering

A C D

* ... or dictionary order
but take indices instead of letters...

- and let’s sort in increasing order

G G T G G G G Q¢
OO B B BDBBDNDNDDDNDDNDNDNDNDN

/8
3458
3478
3678
5678
3456738
58

78
5678
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The lexicographic ordering

A CDCUDZCDZBA

* ... or dictionary order
but take indices instead of letters...

- and let’s sort in increasing order

G G G T G G G G Q¢
OO PSP DBENONDNDDNONDNDNN

~ O1 N O1 0 01 0 W W~ O1W

3

3

3

458
478
673
673
45678

678

1

A

10

C

1

12

13

14

15
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The lexicographic ordering

* ... or dictionary order
but take indices instead of letters...
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The lexicographic ordering

A CDCUDZCDZBA

* ... or dictionary order
but take indices instead of letters...

- and let’s sort in increasing order

12 3[4(58
123|4|7 8
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123|6|78
12345673
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The lexicographic ordering
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The lexicographic ordering

* ... or dictionary order
but take indices instead of letters...

- and let’s sort in increasing order

12345606
123458
1234738
123678
1238
125678
1258
12738
1456738
1458
1478
16738
18

I ——

A CDCUDZCDZBA

7

A

10

C

1

12

13

14

15
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The lexicographic ordering

A CDCUDZCDZBA

* ... or dictionary order
but take indices instead of letters...

- and let’s sort in increasing order

12345607
123458
1234738
123678
1238
125678
1258
12738
1456738
1458
1478
16738
18

38

I ——

A

10

C

1

12

13

14

15
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The lexicographic ordering

A CDCUDZCDZBA

* ... or dictionary order
but take indices instead of letters...

- and let’s sort in increasing order

12345678
123458
1234738
123678
1238
125678
1258
12738
1456738
1458
1478
16738
18

I ———

A

10

C

1

12

13

14

15
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The lexicographic ordering

A CDOCUDZCDU BAAZC

* ... or dictionary order
but take indices instead of letters...

- and let’s sort in increasing order

12345678
123458
1234738
1236738
1238
125678
1258
1278
1456738
1458
1478
167383

18

10 1 12 13 14 15

<@
(— Q> ©
The largest

P

vendredi 11 juillet 14



The lexicographic ordering

A CDOCDCD BAACUBUDTCA

» ... Or dictionary order
but take indices instead of letters...

» and let’s sort in increasing orde

The smallest

... and most informative .

L ee———— S— ‘

12345678]

123458
123478
1236738
1238
125678
1258
1278
1456738
1458
1478
167383
18

|

<f]
(— C;>B<D
The largest

e
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Semantics, 2: «shortest runs»

- ORCHIDS looks for subsequences of events

- A run is an increasing sequence of indices 11 < 12 < ...

A C D C

.

The minimal run:

12345678 2

DCDBAA
[ O B

< 1k

D C

13 14
11
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Semantics, 2: «shortest runs»

- ORCHIDS looks for subsequences of events

- Arun is an increasing sequence of indices 11 < 13 < ... < 1k

A CDCDCDIBAACIDBUDTZCA
T T T T T T T T We would like to be warned
The minimal run: at the earliest possible time
12345678 @ A run is minimal iff
p—y D C ik is minimal (w. 1 fixed) and ...

A B
O O e ©
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Semantics, 2: «shortest runs»

- ORCHIDS looks for subsequences of events

- Arun is an increasing sequence of indices 11 < 13 < ... < 1k

1 2 3 10 11 12 13 14 15

D
1 T
The minimal run: @

DCDBAACIBDCA
[ O B

We would like to be warned
at the earliest possible time

12345678 A run is minimal iff
— D C 1k is minimal (w. 21 fixed) and
the sequence 11 < 12 < ... < 1%

IS lexicographically minimal

A B
G0
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Semantics => Theorems

- ORCHIDS looks for subsequences of events

- Arun is an increasing sequence of indices 11 < 13 < ... < 1k
It is minimal iff %% is minimal (w. %1 fixed) and
11 < 12 < ... < 1 is lexicographically
smallest.

Proposition (optimality):
If there is a run starting at %1 ,
then there is a unique one that is minimal.

Proof: the associated ordering on runs is
— well-founded (whence existence)
— total (whence unigueness)
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Semantics => Theorems

- ORCHIDS looks for subsequences of events

- Arun is an increasing sequence of indices 11 < 13 < ... < 1k
It is minimal iff %% is minimal (w. %1 fixed) and
11 < 12 < ... < 1 is lexicographically
smallest.

Proposition (optimality):
If there is a run starting at %1 ,
then there is a unique one that is minimal.

Proof: the associated ordering on runs is
— well-founded (whence existence)
— total (whence unigueness) []
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Algorithms

« The ORCHIDS algorithm never sorts anything
* Instead, it keeps the thread queue sorted at all times

- ... for a subtle ordering: at event #n,

i1, 02, bk <n lJ1, 2, 5 J]

if and only if
il — jl and

91,19, ,1g, 1| lexicographically smaller than [j1,j2, -, j¢, 1
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Algorithms

orchids main loop: .
[:{::>>e = next event(); PVfC)tt().
new dqueue = empty():

while (thread = dequeue (0ld queue)) { ’(EBEEF)
for each outgoing transition [thread -g,a-> t] do

if (eval guard (g, e)) { Cq
execute action (a); LJEBLJEBE;
enqueue (new_queue, t);

} sorted

enqueue (new_gqueue, thread);

}

for each rule r do enqueue (new queue, r->init);
old queue = new queue;

123 12_ 1_3 thread

— L L

old queue

new_gqueue
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Algorithms

orchids main loop:

[ e = noxt event(); Read event #4 Motto:

new dqueue = empty():

while (thread = dequeue (0ld queue)) { '(EBEEF)
for each outgoing transition [thread -g,a-> t] do

if (eval guard (g, e)) { Cq
execute action (a); LJEBLJEBE;
enqueue (new_queue, t);

} sorted

enqueue (new_gqueue, thread);

}

for each rule r do enqueue (new queue, r->init);
old queue = new queue;

123 12_ 1_3 thread

e e e

old queue

new_gqueue
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Algorithms

orchids main loop:

e = next event(); qead event 3#4

new dqueue = empty():
[::[::>»while (thread = dequeue (old queue)) {

for each outgoing transition [thread -g,a-> t] do

Motto:
Keep

if (eval_guard (g, e)) { queueS

execute action (a);
enqueue (new_queue, t);

}

sorted

enqueue (new_gqueue, thread);

}

for each rule r do enqueue (new queue, r->init);
old queue = new queue;

12_ 1_3 thread 123

e F— - -

old queue

new_queue
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Algorithms

i) Read event #4

new dqueue = empty():

while (thread = dequeue (0ld queue)) {
for each outgoing transition [thread -g,a-> t] do
if (eval guard (g, e)) {

execute action (a);
E:i:::> enqueue (new _queue, t);
}

enqueue (new_gqueue, thread);

}

for each rule r do enqueue (new queue, r->init);
old queue = new queue;

12— 1-3 thread

e F—

old queue

1234

—

new_queue

Motto:
Keep
gqueues

sorted

123
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Algorithms

I Read event #4 Motto:

new queue = empty();

while (thread = dequeue (0ld queue)) { '(EBEEF)
for each outgoing transition [thread -g,a-> t] do

if (eval guard (g, e)) { Cq
execute action (a); LJEBLJEBE;
enqueue (new_queue, t);

} sorted
E:%:::>- enqueue (new _queue, thread);
}

for each rule r do enqueue (new queue, r->init);
old queue = new queue;

12— 1-3 thread

old queue

1234 123-

PI——  —

new_queue
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Algorithms

orchids main loop:
e = next event();

Read event ;

new dqueue = empty():
[::[::>»while (thread = dequeue (old queue)) {

for each outgoing transition [thread -g,a-> t] do

if (eval guard (g, e)) {
execute action (a);
enqueue (new_queue, t);

}

enqueue (new_gqueue, thread);

}

for each rule r do enqueue (new queue, r->init);

old queue = new queue;

old queue

1234 123-

PI—  T—

new_queue

1-3

—

+4

thread

Motto:
Keep
gqueues

sorted

12—
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Algorithms

orchids main loop:
e = next event(); :%EEEi(j 63\/63r1t

new dqueue = empty():

:I;

while (thread = dequeue (0ld queue)) {
for each outgoing transition [thread -g,a-> t] do
if (eval guard (g, e)) {

execute action (a);
E:i:::> enqueue (new _queue, t);
}

enqueue (new_gqueue, thread);

}

for each rule r do enqueue (new queue, r->init);
old queue = new queue;

old queue 1-3 thread

—

1234 123- 12-4

S ——

new_queue

Motto:
Keep
gqueues

sorted

12—

vendredi 11 juillet 14




Algorithms

orchids main loop:
e = next event(); :%EEEi(j 63\/63r1t

new dqueue = empty():

while (thread = dequeue (0ld queue)) {
for each outgoing transition [thread -g,a-> t] do
if (eval guard (g, e)) {

execute action (a);
enqueue (new_queue, t);

}
E:%:::>- enqueue (new _queue, thread);
}

for each rule r do enqueue (new queue, r->init);
old queue = new queue;

1-3

—

old queue

1234 123- 12-4 12--

S ——

new_queue

‘-—

thread

Motto:
Keep
gqueues

sorted
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Algorithms

orchids main loop:

e = next event(); :%EBEiCj EE\/EBr]t PVfC)tt():
new queue = empty():;
[::[::>»while (thread = dequeue (old queue)) { ’(E}E}F)

for each outgoing transition [thread -g,a-> t] do

if (eval_guard (g, e)) { C}LJEBLJEBES

execute action (a);

:I;

enqueue (new_queue, t);

} sorted

enqueue (new_gqueue, thread);

}

for each rule r do enqueue (new queue, r->init);
old queue = new queue;

old queue thread 1 =93

1234 123- 12-4 12--

S ——

new_queue
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Algorithms

orchids main loop:
e = next event(); :%EEEi(j 63\/63r1t

new dqueue = empty():

:I;

while (thread = dequeue (0ld queue)) {
for each outgoing transition [thread -g,a-> t] do
if (eval guard (g, e)) {

execute action (a);
E:i:::> enqueue (new _queue, t);
}

enqueue (new_gqueue, thread);

}

for each rule r do enqueue (new queue, r->init);
old queue = new queue;

old queue thread

1234 123- 12-4 12-- 1-34

S ——

new_queue

I

Motto:
Keep
gqueues

sorted

1-3
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Algorithms

orchids main loop:
e = next event(); :%EEEi(j 63\/63r1t

new dqueue = empty():

:I;

while (thread = dequeue (0ld queue)) {
for each outgoing transition [thread -g,a-> t] do
if (eval guard (g, e)) {

execute action (a);
enqueue (new_queue, t);

}
E:%:::>- enqueue (new _queue, thread);
}

for each rule r do enqueue (new queue, r->init);
old queue = new queue;

old queue thread

1234 123- 12-4 12-- 1-34 1-3-

S ——

new_queue

I i

Motto:
Keep
gqueues

sorted
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Algorithms

orchids main loop:
e = next event(); :%EEEi(j 63\/63r1t

new dqueue = empty():

:I;

while (thread = dequeue (0ld queue)) {
for each outgoing transition [thread -g,a-> t] do
if (eval guard (g, e)) {

execute action (a);
enqueue (new_queue, t);

}

enqueue (new_gqueue, thread);

}
E:i:::>-for each rule r do enqueue (new queue, r->init);
old queue = new queue;

old queue thread

1234 123- 12-4 12-- 1-34 1-3-

S ——

new_queue

I i

Motto:
Keep
gqueues

sorted

4

"
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Algorithms

orchids main loop:
e = next event(); :%EEEi(j 63\/63r1t

new dqueue = empty():

:I;

while (thread = dequeue (0ld queue)) {
for each outgoing transition [thread -g,a-> t] do
if (eval guard (g, e)) {

execute action (a);
enqueue (new_queue, t);

}

enqueue (new_gqueue, thread);

}

for each rule r do enqueue (new queue, r->init);
Ezi:::>~old_queue = new_queue;

old_gueue 1234 123- 12-4 12—— 1-34 1-3-

S ———

I I

new_gqueue

Motto:
Keep
gqueues

sorted

4

L
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Algorithms

E}ﬁ

=D e rext_event) Read event Motto:
new dqueue = empty():

while (thread = dequeue (0ld queue)) { ’(EBEEF)
for each outgoing transition [thread -g,a-> t] do

if (eval_guard (g, e)) { C}LJEBLJEBES

execute action (a);

enqueue (new_queue, t);

} sorted

enqueue (new_gqueue, thread);

}

for each rule r do enqueue (new queue, r->init);
old queue = new queue;

old_gueue 1234 123- 12-4 12-- 1-34 1-3- 4

S ———

l I —— ' T —— .

new_gqueue
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Algorithms (7)

- Several optimizations, avoiding exponential blow-up in most cases

- Main problem: the latter algorithm is wrong.
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Algorithms (7)

- Several optimizations, avoiding exponential blow-up in most cases

- Main problem: the latter algorithm is wrong:

- Imagine we now have two outgoing transitions at event 4

old queue 1-3 thread

new_queue
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Algorithms (7)

- Several optimizations, avoiding exponential blow-up in most cases

- Main problem: the latter algorithm is wrong:

- Imagine we now have two outgoing transitions at event 4

1-3

old queue thread

new_queue
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Algorithms (7)

- Several optimizations, avoiding exponential blow-up in most cases

- Main problem: the latter algorithm is wrong:

- Imagine we now have two outgoing transitions at event 4

1-3

old queue thread

new queue 1-34

ﬁ
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Algorithms (7)

- Several optimizations, avoiding exponential blow-up in most cases

- Main problem: the latter algorithm is wrong:

- Imagine we now have two outgoing transitions at event 4

1-3

old queue thread

new_queue 1-34 1-34

ﬁﬁ
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Algorithms (7)

- Several optimizations, avoiding exponential blow-up in most cases

- Main problem: the latter algorithm is wrong:

- Imagine we now have two outgoing transitions at event 4

old queue thread

new_queue 1-34 1-34 1-3—
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Algorithms (7)

- Several optimizations, avoiding exponential blow-up in most cases

- Main problem: the latter algorithm is wrong:

- Imagine we now have two outgoing transitions at event 4
the first-one will raise an alert at 1-34-6
the segond one willraise an alertat 1-3456

old queue thread

new_queue 1-34 1-34 1-3—

T T
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Fixing the bug

- Instead of lists of threads, encode queues as
lists of blobs,
where a blob is an unsorted list of threads with the same sequence of events

1-84  1-34 | 1-3-

unsorted
 Practical implementation: use fake thread «;»

1-34 1-34 | ;| 1-3-

unsorted
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Algorithms: the right one

orchids main loop:
e = next event();
new dqueue = empty():
unsorted = empty(); next = empty();
while (thread = dequeue (old queue)) {
if (thread == «;») bump() else
for each outgoing transition [thread -g,a-> t] do
if (eval guard (g, e)) {

execute action (a); bump:
enqueue (unsorted, t); enqueue_all (new_queue, unsorted);
} unsorted = empty();
enqueue (next, thread); enqueue (new_queue, «;»);
} enqueue_all (new_queue, next);
bump () ; next = empty();
for each rule r do enqueue (new_queue, «;»);
enqueue (new _queue, r->init);
bump () ;

old queue = new queue;

/* Optimization: don’t enqueue «;» if last element on queue is «;» already. */
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Algorithms

- ORCHIDS looks for subsequences of events: runs

 Qur algorithm finds these minimal runs by an efficient algorithm
... which, notably, never sorts anything

Theorem (soundness):
The ORCHIDS algorithm computes exactly the minimal runs.

Proof. Assume that B, B}, B}, ..., B, 1, B, is not <;,;-sorted. Let D', be the
subflow of B}, for all j, and D, be the subflow of B;. Then there are j', k" with 0 <

Pro Of: SI ig ht Iy m O re CO m p I eX k' < j" < 2mand D}, <;41 Dj,. Note that k" # 0, since the birthdate of any partial

run in B{ is ¢ + 1, which is different from all other birthdates. Write k' = 2k —
. and j' = 2j — 0;, where 3,0 are O or 1,and k < j.If k = j, then ¥’ < j" implies
(Om Itted) . 0 = 1,6; = 0,s0 that D;, = Dy, U {i + 1} (the partial runs of B;, = B, _, are
non-trivial extensions of those of By), and D;/ = Dy, (those of B;-, = Béj = B, are
trivial extensions). But D, U {i + 1} <;41 Dg,s0 D;., <it1 D;-, , contradiction.
So k < j. Then Dy equals Dy, possibly with ¢ + 1 added, and D;: equals D,
possibly with ¢ 4+ 1 added. Since By, Bs, ..., B,, is <;-sorted, it is impossible that
D; <; Dy, ie. that D; U {i + 1} <;ep Dy U {i+ 1}. Since <;, is a total ordering,
we must have Dy, U {i + 1} <jep D; U {i+ 1}. Write the elements of Dy, as i1 < iy <
... <y (with i, < i+ 1), those of Dj as j; < ja < ... < jg (with j; <7+ 1,and
J1 = #1). Let ip+1 =341, jq+1 =4+ 1. Since D, U {’L + 1} <lex Dj U {’L + 1},
for some ¢ between 1 and min(p + 1,q + 1), i1 = j1, 42 = Jo, ..., 4e—1 = je—1,and
e L P g . ig < je.Now/l #p+1l,elsei+1 =1, < jy < jso1 =1+ 1.So £ < p. But then
[GO08] J. GousAuLT-LARRECQ and J. OLIVAIN. A Smell of Orchids. In Do UL+ 2},Wﬁch is composed of i1, 1, i, (O;;mauy =it Dandi+2,

RV'OB' LNCS 5289: pages 1-20. Springer, 2008. ( PDF I is lexicographically smaller than D;; U {i + 2}, which is composed of ji, jo, .

e -2 Jq
BI bTeX + Abstract ) (optionally j,11 =7+ 1) and ¢ 4+ 2. That is, Dy <;41 D;s, contradiction. O
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Algorithms

- ORCHIDS looks for subsequences of events: runs

 Qur algorithm finds these minimal runs by an efficient algorithm
... which, notably, never sorts anything

Theorem (soundness):
The ORCHIDS algorithm computes exactly the minimal runs.

Proof. Assume that B, B}, B}, ..., B, 1, B, is not <;,;-sorted. Let D', be the
subflow of B}, for all j, and D, be the subflow of B;. Then there are j', k" with 0 <

Pro Of: SI ig ht Iy m O re CO m p I eX k' < j" < 2mand D}, <;41 Dj,. Note that k" # 0, since the birthdate of any partial

run in B{ is ¢ + 1, which is different from all other birthdates. Write k' = 2k —
. and j' = 2j — 0;, where 3,0 are O or 1,and k < j.If k = j, then ¥’ < j" implies
(Om Itted) . 0 = 1,6; = 0,s0 that D;, = Dy, U {i + 1} (the partial runs of B;, = B, _, are
non-trivial extensions of those of By), and D;/ = Dy, (those of B;-, = Béj = B, are
trivial extensions). But D, U {i + 1} <;41 Dg,s0 D;., <it1 D;-, , contradiction.
So k < j. Then Dy equals Dy, possibly with ¢ + 1 added, and D;: equals D,
possibly with ¢ 4+ 1 added. Since By, Bs, ..., B,, is <;-sorted, it is impossible that
D D; <; Dy, ie. that D; U {i + 1} <;ep Dy U {i+ 1}. Since <;, is a total ordering,
we must have Dy, U {i + 1} <jep D; U {i+ 1}. Write the elements of Dy, as i1 < iy <
... <y (with i, < i+ 1), those of Dj as j; < ja < ... < jg (with j; <7+ 1,and
J1 = #1). Let ip+1 =341, jq+1 =4+ 1. Since D, U {’L + 1} <lex Dj U {’L + 1},
for some ¢ between 1 and min(p + 1,q + 1), i1 = j1, 42 = Jo, ..., 4e—1 = je—1,and
e L P g . ig < je.Now/l #p+1l,elsei+1 =1, < jy < jso1 =1+ 1.So £ < p. But then
[GO08] J. GousAuLT-LARRECQ and J. OLIVAIN. A Smell of Orchids. In Do UL+ 2},Wﬁch is composed of i1, 1, i, (O;;mauy =it Dandi+2,

RV'OB' LNCS 5289: pages 1-20. Springer, 2008. ( PDF I is lexicographically smaller than D;; U {i + 2}, which is composed of ji, jo, .

e -2 Jq
BI bTeX + Abstract ) (optionally j,11 =7+ 1) and ¢ 4+ 2. That is, Dy <;41 D;s, contradiction. O
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Algorithms

- ORCHIDS looks for subsequences of events: runs

 Qur algorithm finds these minimal runs by an efficient algorithm
... Which, notably, never sorts anything

Corollary (soundness and optimality):
1. ORCHIDS emits an alert at 27 only if some run starts there
2. If there is a run starting at 17,

ORCHIDS emits only one alert, witnessing the minimal run.

Guarantees:

1. no false positive

2. absolute minimum «information glut» (at most 1 alert)
and no false negative (at least 1 alert)

(in our model; the real world has its own perks, to0)
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Semantics, and optimizations

The «shortest runs» semantics also allows us to:

kill threads which provably
will never find a run

kill threads which may ultimately find runs,
which provably cannot be minimal

* ... by abstract interpretation techniques

[GO08] J. GousBAULT-LARRECQ and J. OLIVAIN. A Smell of Orchids. In
RV'08, LNCS 5289, pages 1-20. Springer, 2008. ( PDF |

* allowing for increased (time and space) efficiency
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Outline

1.A few scary stories about computer security

2.0RCHIDS: an intrusion prevention system

-

3.Semantics and algorithms
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4.NetEntropy: detecting subverted cryptographic flows

5.Conclusion
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The mod ssl remote-to-local attack (vicbonald 2003)

« ORCHIDS is not just a HIPS

- ORCHIDS does anomaly, to0, not just misuse detection

A challenging attack to detect:
replaces encrypted, random keys
by its own payload

How do we detect illicit changes in encrypted traffic?
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The mod ssl remote-to-local attack (vicbonald 2003)

IEW chids@dell26:~/attacks/apache-openssl-exploit - Méchant Hacker! - Konsc v | & |
[archids@del126 apache—openssl—-explaitl$ B B
Remote Mon Feb 28 18:18:33 2886
. 3 TIME COMMAND
attaCKer' : B:88 -bash HOME=rroot
: B:88 watch p=s efu: who
: B:88 ~_ sh -c ps efu:
‘ : A:88 “_ ps efu PU
=
| v
D @ Méchant Hacker! D
Compile attack: apache-openssl-exploit

vendredi 11 juillet 14



The mod ssl remote-to-local attack (vicbonald 2003)

W chids@dell26:
[orchids@del 126 ap:
=9 —00 “Wall —
‘war_hello’:
R e mO J[e '.-'-.':a.r'a'liig: : G ._gl.n'nent 2 of “d2i_¥509° from incompatible pointer type Mon Teb 28 10:22:24 2600

TIME COMMAND

attacker: @:8@ -bash HOME=,root

BH:81 watch p=s efu: who

B:88 ~_ sh -c ps efu:

D @ Méchant Hacker!

]
} : H:d88 “_ p=s efu PUW
2
|
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The mod ssl remote-to-local attack (vicbonald 2003)

] |
B f .
"l =00 —'r1'411 =5
In function - ik "
790 warni -qument 2 of “d2i_K509° from incompatible pointer twpe
RemOte A k- el ey et B Mon Feb 28 18:24:54 ZHH6
. 3 ; TIME COMMAND
attaCKer' : B:88 -bash HOME=rroot
: B:82 watch p=s efu: who
: B:88 ~_ sh -c ps efu:
‘ : H:d88 “_ p=s efu PUW
-
i @ Méchant Hacker! D
Launch attack: apache-openssl-exploit
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The mod ssl remote-to-local attack (vicbonald 2003)

ﬂ =00 —H411 =5
In Functjnﬂ v

-qument 2 of “d21_%¥509° from incompatible pointer twpe
Remote r-'||HlI n T_ Fam 1ncompaci paitncer Y Mon Feb 28 18:27:27 2886

attacker: |fmiis _n; ‘apach

B p]n]f

TIME COMMAND
AH:88 -bash HOME=rroot

HL'DmW'hHH B:83 watch ps efu: who

155L info ]HqF fu retrieve the addresses

B:88 ~_ sh -c ps efu:

~ ST [a] '~
‘ : A:88 “_ ps efu PU
i S EL 6258  SHELLCODE_OF>: 208
1':' age e,
=
v

sending stage?

Nothing to be
seen here!

[:] @ Méchant Hacker!

Success! The attacker connects to the victim machine.
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The mod ssl remote-to-local attack (vicbonald 2003)

IR chids@dell26
lorchids@del 126 ap: B
—q —00 “Wall —
5 i i wer_hello”:
Remote I:.;;.; 3, i .I::g'-lrr'lEl'lt 2 of “d2i_¥509° from incompatible pointer type T
' H4HHHH 1ter cargets dn initializa F o
- | eIt "'h"" H1.H"'_'{ 110 '_ i "
attacker: RO A s1-exploi TIME COMMAND
L e B ki o : B:88 -bash HOME=rroot
[+]Imwnnq .
Es f¢ﬂ1fnnq55L:DWW'hun_ B:84 watch ps efu: who
B:88 ~_ sh -c ps efu:
de H:88 “_ p=s efu PUW
start adde: 258 5 CODE_OFS: 208
ution of stage! shellcode succeeded, s '
awning shell..
whio —'|I
2
| |
[:] @ Méchant Hacker! [:]

Check that it works...
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The mod ssl remote-to-local attack (vicbonald 2003)

[orchids@del 126 ap:

=3 =00 -Mall - =
= - In . '-::_' : 1 ‘war_hello’: ik .
5 413, ) gl gument 2 of “d2i_K509° from incompatible pointer type
Remote | P Pk S seallibe it st o 4 Mon Feb 28 18:35:59 2886
' H4HHHH '-3'-5'=.” in initializa F o
attacker: | L0 A 1 At I BTl _ TIME COMMAND
B
|

AH:88 -bash HOME=rroot

[+]Imwnnq :
Es 1-"L.'h h'lrlq ':-':-L :|:|r'|r'||=-'1"|||r|_

B:86 watch p=s efu: who
B:88 ~_ sh -c ps efu:

de H:d88 “_ p=s efu PUW
start_addr: 208 5 CODE_OF5: 208

ution of stagel shellcode succeeded, s '
awning shell..

who =1
root tty1 Feb 20 10:17

[:] @ Méchant Hacker!

Works. Only root appears to be here (I am invisible...)
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The mod ssl remote-to-local attack (vicbonald 2003)

IR chids@dell26
lorchids@del 126 ap: B
—g =00 —“Wall -
= { wer_hello”: ik =
S =y ] i gqument 2 of "d2 509" from incompatible pointer tvpe
RemOte o i _.;;]”m f i rom incompati pointer typ Mon Feb 78 10:38:25 2606
' '.-.Hrrnnq 1ter cargets dn initializa F o
Ker: to —o apac s1-exploi TIME COMMAND
attaC S L ol g e o : B:88 -bash HOME=rroot
[+] Huwmnq .
Establis h1r|q 55L :|:|r'|r'|F"1"|||r|_ B:87 watch ps efu: who
B:88 ~_ sh -c ps efu:
B:88 “_ ps efu PU
ution o _-_-_.JH1 _hHH lu'h: succeeded, s '
awning shell..
Feb 20 10:17
2
- |
D @ Méchant Hacker! D
Works. Only root appears to be here (I am invisible...)
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The mod ssl remote-to-local attack (vicbonald 2003)

IR chids@dell26
lorchids@del 126 ap: B
—g =00 —“Wall -
= { wer_hello”: ik =
S =y ] i gqument 2 of "d2 509" from incompatible pointer tvpe
RemOte o i _.;;]”m f i rom incompati pointer typ Mon Feb 78 10:48:28 2086
' '.-.Hrrnnq 1ter cargets dn initializa F o
Ker: to —o apac s1-exploi TIME COMMAND
attaC S L ol g e o : B:88 -bash HOME=rroot
[+] Huwmnq .
Establis h1r|q 55L :|:|r'|r'|F"1"|||r|_ B:87 watch ps efu: who
B:88 ~_ sh -c ps efu:
B:88 “_ ps efu PU
ution o _-_-_.JH1 _hHH lu'h: succeeded, s '
awning shell..
Feb 20 10:17
2
- |
D @ Méchant Hacker! D
Works. Only root appears to be here (I am invisible...)
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The mod ssl remote-to-local attack (vicbonald 2003)

IR chids@dell26
lorchids@del 126 ap: B
=3 =00 -Mall -
: 1 wer_hello”:
5 el ' TiG gument 2 of “d2i_X509" from incompatible pointer type
Remote 4l e .I::jurn n I rom incompati pointer typ Mon Feb 20 10:45:43 2006
' '.-.Hrrnnq 1ter cargets dn initializa F o
Ker: to —o apac s1-exploi TIME COMMAND
attaC © i g e b : A:88 -bash HOME=rroot
[+] Huwmnq .
Establis h1r|q 55L :|:|r'|r'|F"1"|||r|_ B:89 watch ps efu: who
B:88 ~_ sh -c ps efu:
B:88 “_ ps efu PU
ution o _-_-_.JH1 _hHH lu'h: succeeded, s '
awning shell..
Feb 20 10:17
B
| |
D @ Méchant Hacker! D

Next step: privilege escalation.

vendredi 11 juillet 14



The mod ssl remote-to-local attack (vicbonald 2003)

IR chids@dell26
lorchids@del 126 ap: B
—g =00 —“Wall -
: 1 wer_hello”:
5 43, . G gument 2 of “d2i_X509" from incompatible pointer type
RemOte ot i .I::jurn n I rom incompati pointer typ Mon Teb 28 10:48:23 2606
' '.-.Hrrnnq 1ter cargets dn initializa F o
attacker: L he s1-exploi TIME COMMAND
Ko ol g e o : A:88 -bash HOME=rroot
[+] Huwmnq :
Establis h1r|q 55L :|:|r'|r'|F"1"|||r|_ B:18 watch ps efu: who
B: “_ sh -c ps efu:
A: “_ ps efu PU
ution o _-_-_.JH1 _hHH lu'h: succeeded, s '
awning shell..
Feb 20 10:17
B
- |
D @ Méchant Hacker! D

Next step: privilege escalation.

vendredi 11 juillet 14



The mod ssl remote-to-local attack (vicbonald 2003)

pq'h' opE
: TIME COMMAND
attacker: @:88 -bash HOME=,root

B:18 watch p=s efu: who

.HHHL 1HTH 1H4F fu retrieve the addresses

a A: “_ sh -c ps efu:
code
start_addr: eand - SHELLCODE_QFSs: -Z08
stagel shellcode succeeded, sending stageZ

B: “_ p=s efu PUW

Febh 20 10:17

T Linux kernel do_brk wma overflow exploit.
* The bug was found by Paul {IhaQueR) Starzetz <paul@isec.pl>

* CVE-ref: 2003-096

o
e o B Victim
5 rmufnnl er_hello”:
T:: & war?iig: :_- I Fqumpnf 2 of “d2i_¥509° from incompatible pointer type [:][:::]
RemOte 11 - warning i o Mon Feb 28 18:48:23 ZH86
&
v

[:] @ Méchant Hacker!

Next step: privilege escalation.
Let’s use the do_brk attack for a change (Morton, Starzetz 2003)
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The mod ssl remote-to-local attack (vicbonald 2003)

b += PACE_SIZE:
1 B:18 watch p=s efu: who

fprintfi{stderr, "[+] Done ! ¢b = %8x) (n", bl; B:88 ~_ sh -c ps efu;

Tdt(m);

H:d88 “_ p=s efu PUW

mainiyoid]

fprintfistderr, "[+] do_brki}) exploitin"J;
gettimeofday(&time_start, MULL);
canfigqurel);

remap () :

_return EXIT_FALLURE:

inffsh: str{DS) : command not found

B2
it CmunmapC{void*ib, task_size 1) 13
RemOte fatal("Unable to unmap stack"); Mon Feb 28 18:48:23 26886
attacker: s S ) . ' TIME COMMAND
fFatal("Unable to expand BSS"); - #:88 -bash HOME=rroot
B
M

D @ Méchant Hacker!

Next step: privilege escalation.
Let’s use the do_brk attack for a change (Morton, Starzetz 2003)
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The mod ssl remote-to-local attack (vicbonald 2003)

E hids@dell26:~/attacks/apache-openssl-exploit - Méchant Hacker! - Konsc v |

F
while (b ¢ task_size) { B Victim:
if (s ; 4 '"H_SIEE} = HI:IILL:ZI
fatal("Unable to expand BSS"):
b += PAGE_SIZE: [:][:::]
Remote | Mon Feb 28 11:16:27 2886
B
|

: fprintf{stderr, "[+] Done ! (b = %8x) (O%n", b): TIME COMMAND
attacker: @:88 -bash HOME=,root

B:21 watch p=s efu: who

B:88 ~_ sh -c ps efu:

H:d88 “_ p=s efu PUW

main(void]

fprintfistderr, "[+] do_brk() exploitin"l;
gettimen ybime_start, MULLD:
configurei);

remap();

. raturn EXIT_FAILUAE?

EELars ing operand before ','; got nothing
: Error: id char '/ beginning operand 1 “/bin//sheffffrenon’
! EFfors g ~ting operand befare ','; got nothing

1: Error: inva "4 beginning operand 2 " /fbindSshx0’

[:] @ Méchant Hacker!

Next step: privilege escalation.
Let’s use the do_brk attack for a change (Morton, Starzetz 2003)
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The mod ssl remote-to-local attack (vicbonald 2003)

s | = |
indtrd. mnt. VdPy4M ST
Toguiat ch. KKNUMA g Victim:
Remote «FB5 Mon Feb 28 14:17:39 2886
attacker: |ENEIsE e ' TIME COMMAND
-1,-"t!%'r_'ll:.-"tﬂ'r'|:.."'|.1-_:.r.."'h1'n : 8:88 -bash HOME=-/root
101
1:Z28 watch ps efu: who
“Fusrflocalfbindfbin: fusr/bin' s not a valid identifier @:88 “\_ sh -c ps efu;
H:d88 “_ p=s efu PUW
a.c
a.out
8.5
bii ¢
initrd. 2804
=
B
| - |
D @ Méchant Hacker! D

Next step: privilege escalation.
Let’s use the do_brk attack for a change (Morton, Starzetz 2003)
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The mod ssl remote-to-local attack (vicbonald 2003)

Remote
attacker:

=
a.out

8.5
bii ¢

Feh: export:
PATH

initrd. Z8049E

L ChZ2nH

“Fusrflocalfbindfbin: fusr/bin' s not a valid identifier

Here we are at last. Launch attack.

Mon Feb Z8 14:19:43 28866

TIME COMMAND
AH:88 -bash HOME=rroot

1:21 watch ps efu: who
B:88 ~_ sh -c ps efu:

H:d88 “_ p=s efu PUW
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The mod ssl remote-to-local attack (vicbonald 2003)

IEW chids@dell26:~/attacks/apache-openssl-exploit - Méchant Hacker! - Konsc v | & |

-]

Remote |[n yagis Mon Feb 28 14:42:88 2886
attacker: | B ' TIME COMMAND
et e . "'-q : A:88 -bash HOME=rroot
i thatislpk4dfz Lt B:88 watch ps efu: who
H'l'”hq_l' MDAV 8 A:88 ~_ sh -c ps efu:
_IIIIIII mrl B:88 ps efu PU
----- |L| 2ea30007
Dane ! Ch = cOOOD000)

=

B

]

installing HIIJHEIJ'--' interc eptor
cking memory pages
nring SIGSEGY default handler
alling SIGSEGY interceptor
looking for kernel space address..
Found at <

adiné HPFHP] mHer 'p1 .

r_ I'II-'-H Ll'lrl 'h
f_f41 time : 14114 s

D @ Méchant Hacker!

Works. | should have root privileges now.
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The mod ssl remote-to-local attack (vicbonald 2003)

=4 2
]
Remote || Mon Feb 28 14:46:11 2886
attacker: | i : TIME COMMAND
xFBECanfi g—KiYB4v— : A:88 -bash HOME=rroot
L ok
rJu Lurl-l Lt B:81 watch ps efu: who
:_'_ i e - : 1 i3 B:88 ~_ sh -c ps efu:
installing SIGS : A:88 \_ ps efu PW
unlocking memaory
restoring SIGS Eu"
installing SIGSEGY cepto
looking for kernel _'[.H._l-' -H']l'hE! -
Found at <235d0on
restoring SIGSEGY default handler
expanding kernel memory space.
1n;-t-ﬂ11nq SIGSEGY 1r|1'|-'r l-'[_|1'||r
ering kernel mode... < ~alling gate..
spawing shell Jfbin/dsh
total time : 1-—1114 =3
IJ'||'] O(root) gid=0(root)
koA =
2
| T |
D @ Méchant Hacker! D
Works. | have root privileges.
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The mod ssl remote-to-local attack (vicbonald 2003)

W chids@dell26:
Ctext

. ]
.align 4
.g1ab1 main i
. .type main,@function
Remote | Mon Feb 28 15:81:21 2886
iy 1 ali
- subl : TIME COMMAND
attacker: subl % : @:88 -bash HOME=,root
E
B
]

push

push

call fprintf
add] 16 d
subl 18

push

push

call

add]

B:87 watch p=s efu: who
B:88 ~_ sh -c ps efu:

H:d88 “_ p=s efu PUW

: |;: Qrren . =
. -i v, 2 :: :-' i -: '| : : EI '| I:I |:| |:| |:| 7 E: -I |:: F =1y atr 'i NU¥ . E: -' - ': :u 1 1 I:I ::l .
i |:-| .-"I Walr .-'II -l 0g

[:] @ Méchant Hacker!

Check my tracks...
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The mod ssl remote-to-local attack (vicbonald 2003)

.glabl main

A Sy -]
Lype main,2runction
bricci s
puz?] kebp
Remote Sub] i Mon Feb 28 15:83:36 2886
subl :
. 11sh1 % .
ker: push TIME COMMAND
attacke il : @:@@ -bash HOME=,root
E
B
]

call fprintf
add] $16 d
suhbl 38,

push $0

push $time_star
call

add]

call

call

oy |

B:87 watch p=s efu: who

B:88 ~_ sh -c ps efu:

H:d88 “_ p=s efu PUW

COIT 3
end,3.4
.ident "GCC: (GNU) 2.96 20000731 (Red Hat Linux 7.3 2.96-1103"
cd Svar/log
tail =15 messages

[:] @ Méchant Hacker!

Check my tracks...
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The mod ssl remote-to-local attack (vicbonald 2003)

34 2006]1 [error] tod_ssl:
SSL Tibrary error follows)

. : ( 55 2! 'Feh /s ' = “““1] [errar] OpenssLl: errar:

Remote ) _LIEHT_FII-JI':-HE ction it Mon Feb 28 15:87:19 ZB8H6
- % D httu d_error[724]: [Mon Feb 2 34

attacker 21 rout GET_CLIENT_FIWISHED:connectian 1rl di 2=11 y TIME COMMAND

DB LT R Tl T nful ‘ssreer. seans b A:88 -bash HOME=,root
rease ‘s, or Min/MaxSpareServers), spawning 8 children ) :
: RISING ALARM on 10.0.0.1:59676 —» 10.0.0.100:443gl: B:B88 watch ps efu: who

B:88 ~_ sh -c ps efu:

Bk 7 e B:80 “_ ps efu PW

25] = = '-| 1] ;|-;||] [I—'rfllr] II[_n—'nbbL
T_CLIENT_FIMISHE !

- |ttp 2 Hrrur[ﬂe : on Feb . L___
"L routin 5 [
147 orchid _HHf anrnp“[h11]

Lfﬂﬂﬂpff1nn rHﬂ

000001 25942 " ~> 10.0.0.100:4

:59E7E —» 10.0.0.100;44%aid

D @ Méchant Hacker!

Check my tracks...

1Eoos
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The mod ssl remote-to-local attack (vicbonald 2003)

[Man Febh 20 10:322:34 20068] [error] mod_

Victim:

o har f Z' I' “chi : 'Hr|1' 1|| || 1 L Tibrary erro

Siu T 55| 1uq[?: """ 10; 55511 [arror] “s#:ri'. Error; [:][:::]
Rel | |OJ[e Qtinek: CET (' LIEWT _FINISHE TRECCTON o 1 Mon Feb £8 15:87:19 Z88b6
=14 4 Orc M httpzd_errnr[?&#]: [Hun th 20 10 061 [error]l OpensSSL: err
Bl 1406 : roul ET_CLIENT _FIWISHEDZC C ent 'ART TIME COMMAND
Eittéa(:L(E}r- eb 20 g8 argni httpd_error[723]: [Mon Fe i infal server ses

e, #hd 27 total h11dan

Hey, that is our mod_ssl attack!

ines:GET_CLIENT_FIMISHED:connection id is different
' . 7 [Mon Feb 20 10:3 2006] [error] OpenSSL: err
:connection id is d1feran
Eru‘] of connection 10.0.0.1°332919 —> 10.0.0.1004

End of connection 10.0.0.1:58394 —> 10.0.0.100:4
End of connection 10.0.0.1:59642 —> 10.0.0.100:4

Htup tracking 10.0.0.1:59676 —>» 10.0.0.100:44tai

! ) i k. B u_f_HT HHer i
Feh : II 14 _._.: Z_ aut of ”I—'Hlllr H

[:] @ Méchant Hacker! [:]

RN AL ~rhidcwrm rar—oant Foanw q - W Uit Al Ak S 1 0 1 415093 ~ 40 0O 0 400447 -1 4 " A H

: : ] [infol server seems b : : ¥ -
need/to increase StartServers, or Min/MaxSpareServers), spawning 8 children, t (e A:80 <bazh HOMES vt

efu: who
ps efu:

s efu PW

Check my tracks... indeed mod_ssl attack causes SSL handshake to fail...
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The mod ssl remote-to-local attack (vicbonald 2003)

nttu d Hrrur[ ?4]: [Mun FHh :U 1

VEIS, ur H1m

Remote
attacker:

Jin net— Ent
frup“

S q[ ‘Feb/
o 'LIEHT FIHIHHE B C
httpsd_error[724]: [Mon Feh 2
GET_CLIENT_FIMISHED:<onnection id
Het Enfrnu“[h11] End of connection 10

FHHHPFf1Dn rE et

9 {(connection T_EF J
dsvin net—entropy [611]:

MO
Moy

nW Jtmp/toto me:

[:] @ Méchant Hacker!

: RISING ALARM on 10.0.

5 End of connection 10.
et—entropy[E11]: End of connection 10.
ot

Stop tracking 10.0.0.

GET_CLIEMT_FINISHED: connection id is different

34 JUUb] [error] OpenSsL:

0.1:3067% =+ 10.0.0.100:343

H] [Hrrur] HpHbeL
nt
2006] [error] CpenSSL: err
rent
10.0.0.100;:4

D_DA2583594 = 1. 0.0 10 :g

D.0.1238s42 => T0.U.0.100z4

1:59676 —>

10.0.0.100=44tai

Check my tracks...

OK, erase all compromising data.

Mon Feb Z8 15:34:26 2806

TIME COMMAND
AH:88 -bash HOME=rroot

B:18 watch p=s efu: who
B:88 ~_ sh -c ps efu:

H:d88 “_ p=s efu PUW
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The mod ssl remote-to-local attack (vicbonald 2003)

. Normal SSL V2 handShake: client-cipher-list N
ClientHello | —
° Black Zones are: Servertielle ’ . certiricare | cipher-list conn-i a

kkkkkkk

- random keys/data

% k

ServerVerify _

- encrypted text
clientFinished [N

* Mod_ssl attack causes serverrinished [N
a buffer overflow on key-arg,
allowing attacker to transmit
useful info over the network, pnenvpe
by abusing free().

 e—
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The mod ssl remote-to-local attack (vicbonald 2003)

Hijacked SSL v2 handshake:

client-cipher-list N.
ClientHello | | ]

certificate cipher-list conn-id

BIaCK ZOneS are ServerHello ] | -:-

{K }k key-arg

ClientMasterxey [ NN

- random keys/data

|

traffic

* encrypted text Hijacked { ’

Note that key-arg
s now «less random-looking.

Subsequent traffic no longer looks
random either.
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The mod ssl remote-to-local attack (vicbonald 2003)

- Hijacked SSL v2 handshake: o
ClientHello | ]
° Black zones are: serverhiello | —certacare | cipher-list conn-id
| ke | rerass
clientMasterkey | || IGIGTE

- random keys/data

|

traffic

* encrypted text Hijacked { ’

Note that key-arg
s now «less random-looking.

Subsequent traffic no longer looks
random either.
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The mod ssl remote-to-local attack (vicbonald 2003)

- Hijacked SSL v2 handshake: o
ClientHello | ]
° Black zones are: serverhiello | —certacare | cipher-list conn-id
| ke | rerass
clientMasterkey | || IGIGTE

- random keys/data

|

traffic

* encrypted text Hijacked { ’

Note that key-arg

s now «less random-looking.
NetEntropy: a tool to compute

statistical entropy on-line
Subsequent traffic no longer looks and compare them against

random either. a profile of normal behavior
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Related work

- Shannon (1948): theory of communication
«random-looking» = entropy H should be about 8 bits/byte in the limit
... but we should react as soon as we can (fewer bytes)

- Entropy computation part of:
packer detector PEID, file system forensic analysis tool WinHex, etc.

- Packet type classifier tool PAYL [Wang, Cretu, Stolfo 2005]
uses Mahalanobis distance clustering

* Our problem is simpler: is payload random-looking?
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NetEntropy: entropy-lbased classification

On the Efficiency of Mathematics in Intrusion

Detection: the NetEntropy Case In FPS, 13
’
Jean Goubault-Larrecq®  Julien Olivain®? Springer Verlag LNCS,
N Sivainstor v s e 2014.

http://www.ISsv.ens-cachan.fr/net-entro

- Still being downloaded 1-2 times a week

* Incorporated as an ORCHIDS module, entropy-low (X) ssl-error (X)
d; e >0 (@)
but can be used as a standalone tool 4

- One of our best-cited papers, e.q.:

Lyda, Hamrock 2007]

Dorfinger, Panholzer, Trammel, Pepe 2010]
Dorfinger, Panholzer, John 2011]

‘Han Zhang, Papadopoulos, Massey 2013]

'Rossow, Dietrich 2013]

... mostly for detecting packers, Skype traffic, bots, etc.
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http://www.lsv.ens-cachan.fr/~olivain/net-entropy/
http://www.lsv.ens-cachan.fr/~olivain/net-entropy/

NetEntropy: entropy-lbased classification

Two problems:

1.What should be statistical entropy like
for small data sizes?
(«undersampled» case)

2.When should we decide that a flow is
non-random?
(how small are the
confidence intervals?)

Entropy (bits per Byte)

Ayerage statistical entropy estimated from small mndom messages

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,

0 1000 2000 3000 4000 5000 6000

T Cata size (Bybes)
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NetEntropy: entropy-lbased classification

Two problems:

1.What should be statistical entropy like
for small data sizes?
(«undersampled» case)

2.When should we decide that a flow is
non-random?
(how small are the
confidence intervals?)

Entropy (bits per Byte)

Ayerage statistical entropy estimated from small mndom messages

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,

0 1000 2 3000 4000 5000 6000
Cata size (Bybes)
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NetEntropy: entropy-lbased classification

* In the end, we shall use profile-based screening, of course

Network data entropy of 3 normal hizps conaecton Network cdata entropy of the Open SSUmMod_SSL attack Network data entropy of 3 normal hatpes conaecton
B T Y Y B T T T T v s
_ e SO MU PR SWOORY v Cumulative pachet entropy —* smep <
A beinet
. ) At hep —%— |
‘_’P“W—“ g
2 : Nwm_ =
6 1 ; 6 / s 2 S g 6 i nentaes R 4
+ ; S ol
» - / F

g (| . Normal key exchange Ciphered data J g .| / J g . iﬁ‘ .
EY) = Atack B ' < -3 — *
k Bl E [§ ¥ 3 M :
g art g 4fF > ' g 4
& S Normal key eschange Malkious traffic =
£ £ £
[ [ [
- - -

s

0 N M M i 0 0

0 L1000 2000 3000 000 5000 G000 ] L1000 2000 3000 00 5000 G000 0 2000 4000 Go00 2000 10000
Duwta w20 (Bytes) Dwta 30 (Bytes) Duwta w0 (Bytes)

8 : , — e ——
7.5 A
— 7 _/
% 6.5 End of connection
5 ]
. a 8 i
+ But we do science to understand 2 S8 “ | TR
S . . . =) ntropy alarm start
why it is working (and with which values) £ ol Feontor rings
L .5
/ Out of range
4 / Ranges o
a5 ‘ | | Pemo gonneqtlon e
64 256 1024 4096 16384 65536

Data size (bytes)
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Problem 1: good entropy estimators

Definition (statistical entropy):
For a flow of bytes w: HNMLE(w) = — Y700 filog f;
where fi Is frequency of letter i, m = 256

——Actual-entropy—
A

bias

« How do you compute this?

+ Change the problem: what is the bias
between statistical and actual entropy?

Entropy (bits per byte)
o - )] W B (6] )] ~ (o]

Statistical Entropy ——
log2(N) —

- Several known estimators: Pata size (oyes)
[Miller, Madow 1955]
«jackknifed» [Efron, Stein 1981]

[Paninski 2004]
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The Paninski estimator

- mgm - - +oo _1
Definition (Paninski): ~ P A MLE - ¢’
( ) Hy(w) = Hy " (w) —logc+ e Cz(j_l)'logy
j=1 '
(m=256, c=N/m, N=#bytes read, uniform random source)
= 8
- |s meant to estimate the entropy ofa z 7|
uniform, random source & 6
as a correction to statistical entropy = j *
. o i sample entropy ——
* In our case, the closer the estimate g ° Millor-Madow
2 : jackknifed
to H(W) =8 < ; e jaIgan?rllseki o
the better 1 4 16 64 256 1024 4096 16384 65536

Data size (in Byte)

Paninski looks perfect!
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Problem 1 solved

- For N bytes read w, compare
statistical entropy  H i an)
. ¢ —1 .
with estimator Hy(U{) = logm+logec—e Z G =1 logj + o(1)
j=1 \J '
- Extremely good estimator! 0.0045
> 0.004 -/ ‘
- Fast to compute (tabulate anyway) g X
i’ 0.002 \
. E 0.0015 \/\/\
« The two quantities should be close g 0.001 \v\
iff w is random-looking < 00005 o
° 1 | 4 | 16 | 64 | 256 | 1024‘ 4096 | 16384 65536

Data size (in Byte)

- (But how close? This is problem 2.)
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Problem 2: confidence intervals

* Recognizing text as non-random: easy

A bit more challenging:

 |Is this random?

0x55 0x89 0xe5 0x83 Oxec
O0xf0 O0xb8 0x00 0x00 0x00
Oxc7 0x45 0xf4 0x00 0x00
Oxec 0x04 Oxff 0x35 0x60

0x58 0x83 0Oxed
0x00 0x29 0Oxc4
0x00 0x00 0x83
0x99 0x04 0x08

R —

EE EE———
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Problem 2: confidence intervals

Recognizing text as non-random: easy

0x55 0x89 0Oxe5 0x83 Oxec 0x58 0x83 0xed
A bit more challenging: 0xf0 0xb8(0x00 0x00 0x00 0x00)0x29 0xc4
Oxc7 0x45 0xf4( 0x00 O0x00 Ox00 O0x00) 0x83
Oxec 0x04 Oxff 0x35 0x60 0x99 0x04 0x08

Is this random? L e— ————

(NB: these are the 32 first bytes of main () in some x86 code)

OK, even the human eye can see it

Statistical entropy = 1 bit apart: HMLE(y) = 3.97641 Hy(U) = 4.87816

This is not random: std. dev = 0.08 bit,

> 99.9999% sure
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Problem 2: confidence intervals

Recognizing text as non-random: easy

. _ 0x55 0x89 0OxeS5 0x83 Oxec 0x58 0x83 Oxed
A bit more Challenglng: O0xf0 O0xb8l0x00 0x00 0x00 0x00)0x29 Oxcé

0xc7 0x45 0xf4a( 0x00 0x00 0x00 0x00) 0x83

Oxec 0x04 Oxff 0x35 0x60 0x99 0x04 0x08

Is this random? I — e —
(NB: these are the 32 first bytes of main () in some x86 code)

OK, even the human eye can see it

- Statistical entropy = 1 bit apart: HMLE(y) = 3.97641 Hy(U) = 4.87816

5
* This is not random] std. dev = 0.08 bit

=="> (99.9999% sure

xtreme undersampling

I —
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—stimating standard deviation

Theorem [Antos, Kontoyiannis 2001]:
When N tends to +e0, VNIn2(H¥LE — H) s Gaussian with mean O
and variance o¢% = Var{—Ilogp(X)}

 Gives us no information for N small (yet)

- Non-degenerate case (variance # 0) well-studied by statisticians
... but precisely,

the uniform distribution is the degenerate case

» ... actually good news!
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—stimating standard deviation

Theorem [Moddemeijer 2000]:
—1

When N tends to +oo, the std. dev. SD(HMLE) ~ \/0?\; s
(recall m=2560)

- In the non-degenerate case, = O(1// N)

o3[ T Tl T T qgogN ]
0.062 |
0.031 |
0.016 |
0.0078 |
0.0039 |
0.002 |

0.00098 |
0.00049 |
0.00024 |

- In the degenerate case, = 16.29/N:
much smaller (i.e., much better)

N =32 bytes was about the worst case
(std. dev = 0.08)

Standard deviation (bits per byte)

4 16 64 256 1024 4096 16384 65536

Data size (bytes)

99% confidence interval is at 2.6 x SD(HMLE)
99.9% confidence interval is at 3.4 x SD(H¥ LF) (Note: log-log scale)
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Confidence intervals: practical experiments

easy
» EXperiments on
non-random sources Data source Entropy
(bits/byte)
HMAEE Hy
¢ 99% confidence intervals: Binary executable (elf-1386) 6.35 8.00 Miarge
(8.00 means 8+<0.01) Shell scripts 5.54 8.00
Terminal activity 4.98 8.00
] 1 Gbyte e-mail 6.12 8.00
* All entries 1Kb X.509 certificate (PEM) | 5.81 | 7.80 =+ 0.061 | mlsma
correctly classified 700b X.509 certificate (DER) | 6.89 | 7.70 + 0.089
130b bind shellcode 5.07 6.56 + 0.24
38b standard shellcode 4.78 5.10 + 0.28
73b polymorphic shellcode 5.69 9.92 + 0.27
Random 1 byte NOPs (1386) x| 7.99 large

(COde mutation)

harder
to detect
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Confidence intervals: practical experiments

» Experiments on
non-random sources

« 99% confidence intervals:
(8.00 means 8+<0.01)

 All entries
correctly classified

Pretty remarkable:
shellcode is encrypted,
except tiny decryption routine
suffices to recognize it
as non-random

easy
Data source Entropy
(bits/byte)
I}%LE Hy:
Binary executable (elf-1386) 6.35 8.00 Mlarge
Shell scripts 5.54 8.00
Terminal activity 4.98 8.00
1 Gbyte e-mail 6.12 8.00
1Kb X.509 certificate (PEM) 5.81 7.80 4+ 0.061 small
700b X.509 certificate (DER) | 6.89 | 7.70 £+ 0.089
130b bind shellcode 5.07 6.56 + 0.24
38b standard shellcode 4.78 5.10 = 0.28
—( 73b polymorphic shellcode) 5.69 5.92 £ 0.27
Random 1 byte NOPs (1386) x| 7.99 large

(COde mutat

on)

harder
to detect
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Outline

1.A few scary stories about computer security

2.0RCHIDS: an intrusion prevention system

3.Semantics and algorithms

s

|

4.NetEntropy: detecting subverted cryptographic flows

5.Conclusion
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Outline

1.A few scary stories about computer security

2.0RCHIDS: an intrusion prevention system

3.Semantics and algorithms

4.NetEntropy: detecting subverted cryptographic flows

-
5.Conclusion

\_
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Conclusion

* Two examples of mathematical rigor in intrusion detection

* ORCHIDS: semantics («what») dictates algorithms («how») %@
o)
/,

 NetEntropy: precise estimators'+ confidence intervals Go)
$

* Of course mathematics will not solve all your problems!

But it will help you understand why something works,
and under which conditions/for what values of the parameters,

* A mathematical model may be idealized...

This is a good start! And certainly better than no model at all P

: informatiques g mathématiq
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